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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The
development, release, timing, and pricing of any features or functionality described for Oracle’s
products may change and remains at the sole discretion of Oracle Corporation.
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KoHdbumaeHUManbHOCTb, LlenocTHOCTb, HocTyrnHOCTb,

ObecnedyeHne 0ocTyna K ObecneyeHmne gOCTOBEPHOCTN U ObecnedyeHne 0ocTyna K
NHOPMaLM TOSTbKO NO/THOTbI MHDOPMaLWU U METOA0B NHOPMaLM U CBA3AHHBIM C HEW
aBTOPM30BaHHbIM MO/1b30BaTENAM ee 0bpaboTKn aKTVIBaM aBTOPU30BaHHbIX
Nosb30BaTENEN MO Mepe
HEeobX0aMMOCTM
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ba3a fAaHHbIX - npeanoyvdTuTesibHasa UeJib ANs atTak
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H Figure 8. Top varieties of assets within confirmed data breaches Figure 9. Top data varieties compromised (n=2,037)
verizon (n=2,023)
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ba3a fAaHHbIX - npeanoyvdTuTesibHasa UeJib ANs atTak

2019 Data Breach
Investigations
Report
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——\ - -
/\/ v:: ncial
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Espionage
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Figure 6. Threat actors in breaches over time Figure 7. Threat actor motives in breaches over time
verizon

business ready




Willie "The Actor" Sutton
30.061901 — 02111980

[[pabutenb, yKpaBLUMA HA NPOTSXXEHUN CBOEN
KPUMUHANbHOM Kapbepbl OKO0 ABYX MUMIMOHOB
00/11apoB...

3a CBOO XXM3Hb orpabun 6onee 100 6aHKOB.

Ha Bonpoc >XypHanmMcTa o TOM, NOYeMyY OH rpabun
6aHkK, gan oTeBeT «[10TOMY YTO AeHbIM bbln
MMEHHO TaM»
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AQMUHUCTpATOp
6a3bl AaHHbIX Oracle

“...noxntun 6onee €600 ThbiC. ... ObII NPU3HAH
BMHOBHbIM B COBEPLLUEHNMN MPECTYN/eHns,
npeayCcMOTPEHHOrO

cT.159 4.4 YK P® (MOLUEHHNYECTBO, T. €. XULLEeHne
MMYLLLECTBA B 0COOO KPYNMHOM pa3Mepe),  emy
6bl/10 HA3Ha4YeHO Haka3aHue B Buae 7 netT
nveHna ceoboabl B KOJTOHUK 0bLLEero pexxmma”

https://www.kommersant.ru/doc/1098330
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https://www.kommersant.ru/doc/1098330

«... 8 60% cnyyaes npuumHoii ctanu
HaMepEeHHbIe JeNCTBUS COTPYAHUKOB,

octanbHble 40% Takux cutyaumin npomsoLunm

no NnpnynHam X HEBHNMATEJTIbHOCTU U
HAMBHOCTWU...»

bonee 90% koMnaHuu U3
Poccuu CTONKHYNUCH C
yTeuKaMu flaHHbIX

B GopumiHCTBe CTy4aeB MPHYHHON pasrialeHus
KOHQHIEHIIHAIBHBIX JIAHHBIX CTAHOBATCA
COTPYJHHKH, KOTOpbIe HAMEpPEHHO NepealoT HX Ha
CTOpOHY. alie Bcero yrekaioT TeXHHYecKas
HHpopMaLHA K OyxraaTepckue JOKYMeHThI



https://www.rbc.ru/technology_and_media/15/10/2020/5f8846f69a794733c8754ef5?from=from_main_4
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ba3a AaHHbIX - npeanoyTuTesibHasa ueJib Ans atak
3almTa c ucrnonb3oBaHmeM "nepumetpa NbB"

OueHka ya3BMMOCTM anemMeHToB I T 3aTpaTbl HA NPOTMBOOAENCTBUE YTEUKAM

- c c .-.l.
oo 4% pplication “gze ([ 15%

[
Database E 52% Network S

Application'..;::'; 1% Database E 15%
Middleware I4% Middleware I3%
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ba3a AdHHDbIX - NMpeaAnovYTuTeJ/IbHaA UeJsib AJifd aTakK
TpebyeTca 3aWmMTa HE TOMIbLKO MEPUMETPA, HO N BHYTPEHHEN MHPPACTPYKTYPbI

Personal, Payment,

Medical, Credentialsl $
Internal, Secrets,

System, Bank, OG
Classified

OueHka ya3BMMOCTM anemMeHToB I T 3aTpaTbl HAa NPOTMBOOAENCTBME YTEUKAM

9
Database E 52% Network g _67%
0.
ework o (D 34 pptcation “g+ - ([ 15%
Application'..gif; 1% Database E 15%
Middleware I4% Middleware I3%
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ApryMeHTbl, YTObObI HUYEro He aenaTb

* Haw ceTeBon bpaHaMay3p - 4OCTAaTOYHAsA 3aLLMTa
* HapylwieHuns Bpsg v npons3onayT y Hac

 Mbl OTKpPbITad KOMIMNaHNA, Halln aHHblE HUKOMY
He NHTepPECHDbI

* Mbl NONIHOCTbIO A0OBEPSEM HALUMM COTPYAHMKAM
* Mbl NpoOLLUN BHYTPEHHUI ayauT
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Ucxop «noegunHKa» 3a BlageHue nicopmaumein BrnosiHe NpencKkasyem

[MpeTeHaeHT (3/10yMbILLNEHHUK)

Bca nHdpacTpykTypa
Bce Bpems

Bce MHCTpYMEHTHI
JlernoH HanapgaroLmMX

3alWMTHUK (HEBHUMATENbHbLIN U HAUBHbIN)

* Hwukorpa He xBaTaeT BpeMeHU
- He xBaTaeT nogen
* HepocTtaTo4HO pecypcos
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Kak xakepbl aTakyroT 6a3bl gaHHbIX?

\ 4 - \ 4
ATaka Ha Exploit [MpocnywmBaHue
[Monb3oBaTenen [lpnno>KeHun Tpadumka

M%i_)"-

[Tonb3oBaTenu [pnnoxxeHus

ATaku Ha

AOMUHNCTPATOPOB AOMUHUCTPATO[
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Exploit
Ba3bl gaHHbIX

O6xopa 3aWwmTbl

ATaka Ha Konuu
W 033 JaHHbIX

W 06a3bl JaHHbIX

Test

Dev

Partners
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AOMUHUCTPATOP
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_ DBSAT a N Centrall_y Managed Users
Data Redaction I[__)_atabﬁlse ~ Enterprise User Security
irewa
****_****_****_4368 OraC]e Labe]
... = | AuditData

. . I
Mn—’l'ﬁb.b . ............................ =

[Nonb3osaTenu MpunoxxeHns Database Vault

~ \\\

Transparent 4317-2397-6158-4793
| Data :
Encryption

Privilege Analysis : ' :

AOMUHUCTPaTOPbI Key Vault Test Dev  Partners
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CpeactBa 3awmTbl MHbopMaLunm 6a3 paHHbIX Oracle
MHeHVe KOHKYPEHTOB

Ba3bl gaHHbIX, Kak U ntobble UT-cncTteMbl, TpebytoT crneymann3npoBaHHOM
3alNTbI, U JANEKO He BCcerga JiyulM peLleHmneM aBnsTCS
LUTaTHble pa3paboTku npomnssoauTenen CYbBL.

Onsa nponssoactea camux CYBL 1 cncTeM mnx 3amnTbl MPUMEHSOTCS
COBEpPLUEHHO pPa3Hble TEXHONOMMM, TPebyoLME HAaNNYUA y pa3paboTUMKOB

Pa3JINYHbIX KOMI'IETeHLI,I/Il;I. O
O
\ o

— Ona nyqywewn 3awmThl
0633 OaHHbIX

DATABASE
SECURITY

CYLLECTBYIOT
Cneumanm3npoBaHHble

TexHo/10rmm B bl B c E
C__ L R BPETE '
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CpeactBa 3awmTbl MHbopMaLunm 6a3 paHHbIX Oracle

MHeHune 3KcnepToB

sKuUppingercoie

KuppingerCole Report

EXECUTIVE VlEW oy | Aewil 2018

Oracle Database Security Assessment

This report provides an executive summary of Oracle’s Database Security
capabilities based on recently published KuppingerC arch. It covers both
the company's traditional database security solutions

Autonomous Database doud platform

by Abexet Ralag
1h@kupping

Apcdl 2018

Kuppingercoie

2 Oracle Database Security Suite

ENCRYPTION
& KEY
MANAGEMENT

for Drache Databs

CONFIGURATION
plarce, Orache Database Security con 3ddress the EVALUATION, DATA DRIVEN
— MONITORING & ACCESS CONTROL
s oy . g MANAGEMENT
-

ol eacryption ey

wow Tirewal for cortendbng SO0 ingertion, dheterting anormalies, snd
LppTTY furey
Ovaxie Databise Vauk f g usted peth access to data » wrriding prvtieged ineys

wecurdy for smcryption arsd sedaction o v date

Marking snd Sutnetting for targeted acchbeng and static muanking of seeniive dets &

o
Hhon prrgune
2ol Securnity 10 de Ul ternant usigpe of date Ldvies ot Bhe dats row lew

LT, ol fur eonfiguration snabys avd senutiee dets deacowery



e e
- oo e

18  Copyright © 2020 Oracle and/or its affiliates. | Public O



4_-‘\\ \\.‘. A

Database Security Assessment
Tool ( DBSAT )
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Oracle Database Security Assessment Tool

OueHuTb VpOBEHb b6e30macHoCTH 00 TOro, Kak 31O CAes1al0oT XaKepbl

[ToHATb peanbHbI YpOBEHb be3onacHOCTU Ballen b/
¢ OTyeT 06 00OLLEM COCTOAHUM BE30MACHOCTM
* [lonck nonb3oBaTesien, OLLEHKA UX NPaB 1 PUCKOB
« Ob6Hapy>keHne KoHdmaeHUManbHbIX JaHHbIX

OT1yeThl

« (O630pHbIE U OeTalbHble

* PexkomeHoaumm onga ycTpaHeHUs 3aMedaHni

« Mapping to EU GDPR and CIS Benchmark
AHanun3 gna Oracle Database 10g (10.2.0.5, 11g, 12¢, 18c n 19¢)
ABTOHOMHbIN MHCTPYMEHT: ObICTPbIN, NErkumn

becnnaTtHo onga Tekywmx nons3oatenen Oracle

5e3onaCHOCTb
B,EI, HaCTpoeHa
NpPaBUJIbHO?

.

F,u,e Haxo,u,ﬂTcs:l
Sensmve Data?

I'Ionb3OBaTen|/|?
[MpaBa?
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Audit Vault and
Database Firewall ( AVDF )
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Oracle Audit Vault and Database Firewall

- ORACLE

Database Firewall sqL.

&]

MONb30BATENMN sssssssssssssssssssssssssssssssanssnansss
MpunoxeHus .-'. o - SQL-Tpadchuk

B8 Microsoft

_]

CobbITns No pesynbTaTtam
KoHTpona SQL-Tpadmka

KoHconnampoBaHHble AaHHble :
ayanTa 13 pasnNNYHbIX NCTOYHMKOB 5 [aHHble ayamTa
N COObITUSA NO pe3yfibTaTaM

KoHTpona SQL-Tpaduka Linux,
_ IBM AlX,
\___/ OS, Directory, File System Windows Server,
& Custom Audit Logs Oracle SOLARIS

Audit Vault Server
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lNonb3oBatenu
[MpunoxxeHus

KoHconnampoBaHHble JaHHble
ayanTa 13 pasnNNYHbIX NCTOYHMKOB
N COObITUSA NO pe3yfibTaTaM
KoHTpons SQL-Tpaduka

<

Audit Vault Server
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saL; PostgreSQL@
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K
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................................. >
B Microsoft

CobbITns No pesynbratam
KoHTpons SQL-Tpaduka

[aHHble ayanTa

Linux,
OS, Directory, File System Windows Server,
& Custom Audit Logs Oracle SOLARIS
O



Database Firewall : KoHTponb SQL-Tpacduka

* MOHUTOPUHI TpadmKa N NCKNOYEHNE
HEeaBTOPM30BAHHOIO AOCTYNa K 6a3aM AaHHbIX,
nckntodeHne SQL nHbekumin, No3BonAoWMX He
CaHKLMOHMPOBAHO NOBbLILLIATbL NPUBUIErUA U
Nosly4aTh OOCTYMN K KOH(PUOEHUMANbHBIM
NAHHbIM.

* AKKYypaTHbI/ rpaMMaTnyecknm aHanms SQL
BbIpa>XeHU

» Bblcokas MaCLLITa6I/IpyeMOCTb 7
npomn3BoanNTEsSIbHOCTb

* BCTpOGHHbIe OTYHETbIl OJ14 aHaJ1N3a
cooTBeTCTBMNA HOPMATUBHbLIM TpE6OBaHI/IFIM

25 Copyright © 2020 Oracle and/or its affiliates. | Public

O

«benbin NnncT»

Ay

P

B
]

@ PazpewnTb

® Los

A Mpenynpeonts| |

@) MNooMeHnTb

@ GEnokuposaThb

o [MonuTukn

dakTopbl
«YepHbIN CrICoK»

DB

PostgreSQL@




Rege .

L

)

26  Copyright © 2020 Oracle and/or its affiliates. | Public O



Advanced Security Options
(ASO)

ool
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Advanced Security Options

LLIncbpoBaHmMe gaHHbIX

iz Oracle Wallet Manager




ORACLE 1 2 C
 DATABASE

Advanced Security Options
Data Redaction Oracle 11gR2 (11.2.0.4)

_ G

v KoHduaeHumanbHbie
A13mMeHeHne cnocoba oTobparkeHns OaHHble
KOHMAOeHUMaNbHbIX AaHHbIX C y4EeTOM gg-g;’;g—ggg;—gggg
KOHTeKcTa (MMsa nonb3oBaTtens, IP-agpec...) ~830-0032-0204-1827
bubnmnoTteka nonnTmnk gns buiCTpom Q
HaCTPOWKWN OTODPa>KeHUM
«[1po3payvyHo» N8 NPUNOXKEHUN U
nosib3oBaTenel 4451-2172-9841-4368 4451-2172-9841-4368

Y ¢
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Advanced Security Options

Data Redaction / Kak 1 3a4emM npoBoanTb AMHaMNUYECKOe MacKMpoBaHmMe?

3apaum Cnocob6bl
[ononHuTebHasa 3awwmTa npu * Full
OTO6pa)KEHI/II/I KOHCbI/I,D,EH LA TbHbIX < 10/09/2012 -> 01/01/2001
OAHHbIX HA MOJIb30BaTE/IbCKUX . Partial
YCTPOMCTBAX iUt

o s 4451-2172-9841-4368 -> **Fx_xdkkx_xx%x_4368
* BbinonHeHune PENMYIATUBHbLIX Tpe6OBaHI/II/I

Mo 3alumTe nHopmMaLmm oT * Regular Expression
HeCaHKLMNOHMPOBAaHHOIO AOCTYMa % firstlast@eg.com -> [hidden].last@eg.com
* MuHMManbHble NOTPebHbIE N3MEHEHUS B * Random

baze OAHHbIX N TTIPUJTOXKEHUNAX < 8914578940 -> 3678904532

>
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Advanced Security Options

ORACLE 1 2 C
 DATABASE

Data Redaction / Nonutnka « COS_REDACTION» Oracle 11gR2 (11.2.0.4)

_ S

BE

}

g;:S REDACT.add_policy (ob h r \_/ KoHdunpeHumnanbHble

o .add_policy (object_schema => ‘ANYBANK.

, object_name => 'C0S"Y AaHHble
policy_name - 4451-2172-9841-4368
i il s | ~ 5106-8395-2095-5938
function_type DBMS_REDACT . RANDOM: : @ 7830-0032-0294-1827

3¢ ! r

DBMS_REDACT.ALTER_POLICY(object_schema =5 *ANYBANK' \ = @)

, object_name - _ N— RedaCthn POhcy

policy name

, column nane S leGaLNAE S Ak AR KKKk _AZ68 4451-2172-9841-4368
, function_type = | .RANDOMX-\_{

)5

DBMS_REDACT.ALTER_POLICY(object_schema => ‘ANYBANK' !

, object_name => "COS"Y ' g
, policy_name => 'COS_REDACTION'J
, action => DBMS_REDACT.ADD_COLUMN Pa rt]a]

column_name => 'CREDIT_CARD_NUM

2
, function_type => DBMS DACT PARTIALl
2

function_parameters => "VWVVVF

)5
END; 4
/4



ORACLE 1 Zc
Advanced Security Options © DATABASE

Pe,D,aKLI,I/IFI OTO6pa)KaEMbIX OAdHHbIX U LIJI/ICprBaHI/Ie Oracle 11gR2 (11_2_0_4)
\ C
. Transparent Data
Data Redaction < > Engryption
KoHduaeHumanbHble
H l .- N AaHHblE Encrypted
. Storage

5106-8395-2095-5938

7830-0032-0294-1827 d$f8#,|9OWZ@Yg#3
Redacted
Appicstans < 8 %
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Oracle Key Vault ( OKV )
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Oracle Key Vault
LleHTpann3oBaHHOe yripaBneHne mactep-kntodamu TDE / oHnanH-MacTep-kntou

Data Guard

Heckonbko o Oracle RAC -
B Ha ogHoM A D SRS Failover
cepsepe

o 5a3b| ﬂaHHbIX .................................

:  TLS i

«OanHOYHanA L
CVBA ‘ N8 Key material A

L « Metadata for keys : e —

: B : « Audit of key Lﬂ o :

operations v — g

oooooooo
-----------------------------------------------------------
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Oracle Key Vault
CoxpaHeHune gaHHbix WALLET B OKV

/etc/ORACLE/WALLETS/oracle CUSTOMER DB WALLET

=
a @ L

\ / WALLET

./okvutil upload -t WALLET -1 /etc/ORACLE/WALLETS/oracle -g CUSTOMER DB WALLET

36  Copyright © 2020 Oracle and/or its affiliates. | Public O
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Oracle Key Vault

WALLET He oTKpblfnica (McnopyeH dann) ?

/etc/ORACLE/WALLETS/oracle

(::::: j::::) SQINSENS A 1k WD,
ORACLE instance started.

Total System Global Area 801701888 bytes
Fixed Size 2257520 bytes
Variable Size 272633232 bytes

Database Buffers 520093696 bytes
Redo Buffers 6717440 bytes

\ / WALLET Database mounted.

ORA-28365: wallet is not open
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Oracle Key Vault
BocctaHoBneHne WALLET mn3s OKV

/etc/ORACLE/WALLETS/oracle

@& >

CUSTOMER DB WALLET

Pe3epBHas konus

L]

\ / WALLET

./okvutil download -t WALLET -1 /etc/ORACLE/WALLETS/oracle -g CUSTOMER DB WALLET
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Masking and Subsetting Pack
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MackupoBaHue pgaHHbIX (CTaTU4yeckKoe) asif 3a4ay TeCTupoBaHUA

[TooMeHa KoHMWAEHUMANbHbIX
OAHHbIX MPUTOXKEHNM

CcCbINoYHaa LenoCTHOCTb OaHHbIX

Paclivpsiemas brbnmoTeka
LLIab/IOHOB 1 (DOPMATOB

Cneumanm3npoBaHHble LLabTOHbI
0719 MPUIOXKEHUIA

[ loggep>kka MackMpoBaHWA OAaHHbIX
B B[] CTOPOHHUX Mpon3BOOUTENEN

LAST_NAME SSN SALARY
AGUILAR 203-33-3234
BENSON 323-22-2943
/,/”—__‘5\\\ fgfffﬁ-A
= —— =
Pabouyasa B[],
v TectoBble b/],
LAST_NAME SSN SALARY
ANSKEKSL ‘ 323-23-1111

BKJHHEIEDK ‘ 252-34-1345 ‘



Oracle Data Masking and Subsetting Pack

Enterprise Manager
Cloud Control 13c

sysman

I o i

Enterprise Manager Cloud Control 13¢ m 4

Performance w  Availability w  Security w  Sct

21.0.2.0

ersion

|
0 days, 0 hrs
Up Time

4 Performance

Activity Class

P Resources

4 SQL Monitor - Last Hour

Status Duration

Summary

Monitoring

Job

Reports

Configuration
Compliance
Provisioning and Patching
Quality Management »
My Oracle Support  »
Cloud

Chargeback

Consolidation

Session

D

>

Database Replay

SQL Performance Analyzer

Application Data Modeling

Data Subsetting Definitions

Data Masking Definitions

Data Masking Format Library

Parallel Database Time

v

ORACLE Enterprise Manager Cloud Control 13c

Application Data Modeling & v

4 Hide Secure Data Masking and Subsetting Overview

Application Data Modeling (AD iscovers sensitive columns from Oracle database objects and
discovery . matching on patterns and referring to Oracle application accelerators. The results

Model , which can be imported or exported. Application Data Models are used by Oracle DatabasH

E Create Application
Data Model

Collect @
Metadata

Application

Production
Environment —

Source
Database

Fetch Data To Include

Create Data Subsetting
Definition

Update Data

Insert/Delete Data
Run Data

Subsetting Job

Actions w View w l Create...

OueHka Mogenu gaHHbix (Application Data Modeling) — nepsbiin 3Tan MackMpoBaHUs OaHHbIX



VYpe3aHue 06 beMa AaHHbIX MO YC/I0BUIO

OTHOCUTeNnbHbIN pa3mep b/

/ 100%

25%

\_

B -

\

4

YcnoBue Ha AaHHble

OTHOCUTEeNbHbIN pa3Mep TabauLbl

[

100M Rows #2

S

\

WS

[
Extract ASIA Sales
\
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VYpe3aHne 06 beMa AaHHbIX MO YC/I0BUIO
OLI,EHKa obbema AdaHHbIX NMOocCsie ype3aHnA

Applications Table Rules Rule Parameters Space Estimates Pre/Post Subset Script

Impact of subset rules on tables are displayed below, The values shown here are based on estimates and may not be accurate,

View » m Refresh...

s ;Table g Sourc}e Size | Estimated Subset Size ]
| MB| Rows| MB| Rows|
7 Applications and Tables 912.1908 8661245 483.5967 4438883
vV TOM(TDM) 912.1908 8661245 483.5967 4438883
H_LINEITEM 606.6597 6001215 246.1027 2434504
H_ORDER o_custkey in (select ¢_custkey from tdm.h_custo... 148,7732 1500000 88.6328 893637
H_PARTSUPP 109.1003 800000 109.1003 800000
H_CUSTOMER 24.0326 150000 16,1358 100712
H_PART 22.316 200000 22316 200000
H_SUPPLIER 1.3065 10000 1.3065 10000
H_NATION 0.0021 25 0.0021 25
H_REGION 0.0004 5 0.0004 5
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Pa3ninyHble BAPpUaHTbl MACKUPOBaHUA

-----------------------------------------------------------------------------------------------

*
0 * *

: P -
: : i Records Records 324 | Charlie |
P Rl 520 | Albert
SR A | 324 | Charlie |
e

Closing Price Closing Price
SN BFG | 53692 § 4 IBFG | $89.57 5 3178973456
: XKJU ¥789.8 XKJU ¥341.9 : 6509876745

-------------------------------------------------------------------------------
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O6wupHaga ubnmorteka chopmatos

« CooepXuT OCHOBHbIE hopMaThl | Format Descripton

American Express Credit Card Number  ~ 10 bilion unique American

MaCKNPOBaHWNA

Array List
Array List

« ObecneymBaeT NoOOEePXKKY MasterCard Credt Card Number  ~10b) 0.

Discover Card Credit Card Number

Visa Credit Card Number Encrypt
MOJ1Ib30BaTENIbCKUX (DOPMATOB , e e
Generic Credit Card Number v1 KEQ NUmDEr
. ] Fixed Strin
Random numbers/strings/dates == Fixed String
o Substitute National Insurance Number Formatted  Gener{ Preserve Original Data
: : R . 1q| Random Dates
User defined PL/SQL function saslaschebumduiasn * 7| Random Decimal Numbers
° .o apyrue Social Insurance Number Formatted 1 b} Random Digits

cial Coac r 13 { Random Numbers
 Lllabnonbl onga E-Business Suite 1 dal sec Random Strings
Fusion Applications 1S8N (Ten D) gL SOLbressc
- .| Substitute
| Substring
BN (Thirteen Digit) ~2 bill Table Column
Truncate
User Defined Function

N (Ten Digit) Formatted
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O6wupHaga ubnmorteka chopmatos

btion

-- CnyuamHasi gaTa lion unique American

Array List
select * from (select to_char(sysdate - DBMS RANDOM.VALUE (1, .-!l.rr:';:' st
18250) , 'DD/MM/YYYY') from dual where rownum > 0) ; Delete

Encrypt

. Fixed Number
-- eMail Fixed String

select DBMS RANDOM.String('u',1l) || DBMS RANDOM.String('1l',5) || E‘;J" "-"f"JEeri]ir Date
— — reseryve Lriginal Latsa
S B Random Dates

to_char (mod (dbms random.value*10E37,999),'fm009') || '@test.ru’ Random Decimal Numbers

R.andom Digits
from dual; Random MNumbers

R.andom Strings
1 Shuffle

ISBN (Ten Digit) 35

.| Substitute

| Substring

ISBN (Thirteen Digit) ~2 bill Table Column
Truncate
User Defined Function

ISBN (Ten Digit) Formatted



Cnoco6bl opraHusaLum NpoL,ecca MacCKUMpoBaHUS

In-Database
’ = N

0110010101001001
0100101100101010

0100101001011001E
SOURCE STAGING TARGET

MuHuManbHasa JONOJIHUTE/NIbHAs HAarpy3Ka
Ha cepBep 6a3bl AAHHbIX UCTOYHMKA

PasHopoaHble UCTOYHUKW
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Cnoco6bl opraHusaLum NpoL,ecca MacCKUMpoBaHUS

In-Database In-Export
e = N (aE A

A —— -::|E
0100101001011001uupemmeny _
SOURCE STAGING TARGET SOURCE Export
MUHUManbHas AONONHUTENbHAA Harpy3Ka Mpouie obecneumnTb 3aLUMLLEHHOCTD
Ha cepBep 6a3bl JaHHbIX NCTOUHIIKA (He TpebyeTca paclMPATb JOBEPEHHOE OKPY>XEeHUE)

PasHopoaHble UCTOYHUKW
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Oracle Label Security
(OLS)

MAHIAI

AT )
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Oracle Label Security

[TprMep MeTKK

Levels Compartment

o ot L S
- -~
- e

R ; HQ
INYLEII . Risk, Corporate . SME, UK, Admin
™ Kpeautble )
: pK'g'prl KpeguTtbl —‘ Ayont —‘
W A — Internal |
Top Secret = B — Multi-Nat —  Invest
Confidential
Corporate N ol
Public Personal e
Risk
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Oracle Label Security

[TpyMep YTeHna OaHHbIX

- ~

- KpegnTsl

Kpegntbl -7

\
\

— SME

Kop, KonuuecTso MeTKa CTPOKM i \  [| Multi-Nat

JG4112 225000 Confidential : Personal : London
XS302 575000 Top Secret : Risk: Audit [

AF2991 317000 Public : Personal : Branch
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Masking Pack
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Oracle Database Vault
(DBV)
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Oracle Database Vault

SELECT ANY TABLE
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Oracle Database Vault

[NMonb3oBaTenb SYSTEM
MOXXEeT NPOCMaTPUBaATb
KOHMaeHUnanbHble JaHHble

SYSTEM

show user
is "SYSTEM"

select user, employee_id, last_name, ssn, salary from hr.employees

where employee_id < 117

EMPLOYEE_ID

LAST_NAME

SALARY

SYSTEM

SYSTEH
SYSTEHM
SYSTEHM
SYSTEM
SYSTEH

SYSTEH
SYSTEH
SYSTEM
SYSTEM
SYSTEH
SYSTEH
SYSTEHM

Kochhar

Hunold
Ernst
Austin
Pataballa
Lorentz
Greenberg
Faviet
Chen
Sciarra
Urman

Popp

111-22-333
222-22-333

666-22-333
777-22-333
888-22-333
999-22-333
123-22-333
123-22-444
123-22-222
123-22-111
123-22-555

s N\

SELECT ANY TABLE

=




Oracle Database Vault

[Mocne 3awuTbl Tabnnupl (bbin co3gaH Realm)
nonb3oBatenb SYSTEM

HEe CMOXXeT NPOCMATPUBATL
KOHMAaeHUManbHble JaHHbIe

Connected to:
Oracle Data Vault Release 10.2.0.1.0 - Development

with the Partitioning, Oracle Label Security, OLAP, Data Mining

SYSTEM and Oracle Data Vault options

SQL> show use
USER is “SYSTEM"
sQL>

SQL> @deno

SQL>

SQL> select user, employee id, last_name, ssn, salary from hr.employe

2 where employee_id < 117
.

select user, employee_id, last_name, ssn, salary from hr.employees

522921g1ti2:s:;f1cient privileges ERROR at hne 1:
ORA-01031: insufficient privileges

SQL#Plus: Release 10.1.0.2.0 - Production on Wed Apr 12 10:54:57 2006

Copyright (c) 1982, 2004, Oracle. All rights reserved.

HR_Realm

g

*) @aKTbl NOMbITOK HECAHKLMOHMPOBAHHOIO A0CTYMa
perncTpupyeTcs cpeacTsaMm BCTPOEHHOIoO ayauTa
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Oracle Database Vault
Pe>kuM uMmntaumm

Realm and Command

'

ORACLE 1 zc
DATABASE

Rules ENFORCED

Select Name, Department From..
Select DOB, Name From Emplo
Select SumiSalary), Department, }

Update Sslary where Name =D. |

HR APP
Create Index
¥—
B]27: F
e HR SCHEMA
Integrated Production
Development Test T
Create DV profile Regression testing Devops/Patching

Protected Objects

Authorized Users Authorized Tasks

1% Copyright © 2020 Oracle and/or its affiliates. | Public

Select Min{Salary) , Department
With Top Earners as (Select Na

Select Name, Department From., |

Sslect DOB, Name From Emplo

Select SumiSalary), Department,

SIMBLATION N

Update Salary where Name =

Activate New
Profile

Production

Trusted path factors
IPs, Users, Modules
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Masking Pack Label Security
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